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Abstract. In this paper the encryption, transmission and recovery of a confidential
message using chaotic signals is presented. The communication process is made in
a two-channel communication system. Here, the authors suggest the consideration
of two criteria to choose the suitable chaotic signal, so that, the security level of the
encrypted message would be improved. The criteria consider the characteristics of
the chaotic signals, such as energy and frequency location. To achieve this objective,
the synchronization of chaotic systems is needed, for this reason, these systems are
arranged in topologies of complex networks and synchronized using the Complex Systems Theory.
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1

Introduction

Driven by the idea of hiding and restricting access to certain information,
mankind has developed increasingly complex ways to carry out the encryption
of data; among the methodologies that have been explored to hide information,
the chaotic encryption is one of the main alternatives.
Chaotic oscillators have received lots of attention in the last decade because
of their potential application in private communications. These systems have
attracted the interest of the researchers who have studied and implemented
these extensively in the field of communications [1].
Particularly, in this paper, chaos generators exhibit scrolls chaotic attractors, these models are capable of generating scrolls along any of its state variables, these nonlinear dynamical systems belong to the family of grid-scroll
attractors in 1-D, 2-D and 3-D.
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A new family of n-scroll attractors [1,2] are used as generators of chaotic
signals which for simplicity will be called Genesio & Tesi 3-D (G&T 3-D)
chaotic oscillators as this model is a generalization of the original model that
R. Genesio and A. Tesi proposed in 1992 [1–3].
The chaotic communications is an area that has been active in the last
decade, this is because the non-periodicity and apparent randomness of chaotic
signals are the main benefits observed [4], nevertheless, the encryption process
lacks a selection criteria to choose the suitable chaotic signal to encrypt, this
in the sense of satisfying the message requirements, i.e., the correct masking in
time and frequency domain.
In this work, the selection criteria of chaotic signal based on the energy
characteristics of the signal are proposed. Finally, to reach the purpose of this
research, the synchronization of chaotic oscillators is needed, for this reason,
some results of synchronization of G&T 3-D chaotic oscillators arranged in
topologies of complex networks are presented.
This paper is organized as follows: In Section II a brief review on synchronization of complex dynamical networks is given. In Section III, the problem of
synchronization in N -coupled chaotic systems in complex networks is exposed
as well as the basic model of multi-scroll attractor G&T 3-D system that is used
as chaos generator; the corresponding synchronization results are provided also
in this section. In Section IV, the criteria proposed to choose the chaotic signal
are shown and explained as well as the results of the encryption, transmission
and recovery of a confidential message test. In Section V some conclusions are
given.

2

Complex networks

A complex network is defined as an interconnected set of nodes, where each
node is a fundamental unit, with its dynamics depending of the nature of the
network. Each node is defined as follows
ẋi = f (xi ) + ui ,

xi (0) = ci , i = 1, 2, . . . , N,

(1)

where xi = [xi1 xi2 . . . xin ] ∈ <n are the state variables of the node i, ci ∈ <n
are the initial conditions and ui ∈ <n establishes the synchronization between
two or more nodes and is defined as follows [5]
ui = c

N
X

aij Γ xj ,

i = 1, 2, . . . , N,

(2)

j=1

the constant c positive definite represents the coupling strength and Γ is a
constant matrix linking coupled state variables. In this matrix, two nodes are
linked through their ith state variables. Assume that Γ = diag(r1 , r2 , . . . , rn )
is a diagonal matrix with ri = 1 for a particular i and rj = 0 for j 6= i.
The matrix A = (aij ) ∈ <N ×N is the coupling matrix which shows a connection between node i and j, if this is the case, then aij = 1, otherwise aij = 0
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for i 6= j. The diagonal elements of A are defined as
aii = −

N
X

aij = −

j=1,j6=i

N
X

aji

i = 1, 2, ..., N.

(3)

j=1,j6=i

The dynamical complex network (1) and (2) is said to achieve synchronization if x1 (t) = x2 (t) = . . . = xn (t), t → ∞. A network with N identical
multi-scroll attractors G&T 3-D as nodes is considered.

3

Synchronization of N multi-scroll attractor Genesio &
Tesi 3-D via coupling matrix

In this section, synchronization of complex networks constituted of N-coupled
multi-scroll attractor G&T 3-D is achieved. First, it is shown the set of equations that describes the multi-scroll attractors G&T 3-D; then, necessary data
to achieve synchronization is provided; finally, at the end of the section synchronization results are shown.
Multi-scroll attractor G&T 3-D chaotic oscillator is described by

 ẋ = y − f1 (y),
ẏ = z − f1 (z),
(4)

ż = −ax − ay − az + af3 (x),
where
f1 (y) =

My
X
i=1

f1 (z) =

Mz
X
i=1

g (−2i+1) (y) +
2

g (2i−1) (y),

2

Nz
X

g (2i−1) (z),

i=1
k−1
X

(5)

2

i=1

g (−2i+1) (z) +

f3 (x) =

Ny
X

(6)

2

γgnl (x),

(7)

l=1


1,



0,
gθ (·) =
0,



−1,

· ≥ θ, θ > 0,
· < θ, θ > 0,
· ≥ θ, θ < 0,
· < θ, θ < 0,

(8)

where nl = ρ + 0.5 + (l − 1)(ρ + ς + 1), γ = ρ + ς + 1, ρ =| mini,j {ueq,y
+ ueq,z
}|
i
j
eq,y
eq,z
eq,y
and ς =| maxi,j {ui + uj } |. Here, x, y, z ∈ <, a = 0.8, u
and ueq,z are
the vectors for the y and z variables related to the equilibrium points, the Eqn.
(8) is the core function [2]. The equilibrium points satisfy x + y + z = f3 (x),
y = f1 (y) and z = f1 (z) where the points for the y, z variables are given by
ueq,y = {−My , . . . , −1, 0, 1, . . . , Ny },
ueq,z = {−Mz , . . . , −1, 0, 1, . . . , Nz }.

(9)
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Fig. 1. Topology of the complex network with 17 oscillators.

Synchronization of a complex networks: A complex network of identical multi-scroll attractor G&T 3-D is synchronized. The coupled network topology is illustrated in Fig. 1, where every oscillator is described by Eqns. (4)-(8);
considering a synchronization scheme of N-coupled multi-scroll attractor G&T
3-D chaotic systems, the coupling matrix corresponding to the displayed topology is omitted because of its size (17 × 17) which is obtained as explained in
the previous section, all its eigenvalues are 0 = λ1 > λ2 ≥ λ3 . . . ≥ λ17 .
The Gamma matrix is defined as Γ = diag(1, 0, 0), this means that the synchronization is achieved by the first state variable. According to Eqn. (1), the
control laws ui1 for i = 1, . . . , 17 are given by the nonzero A matrix elements.
The initial conditions for each oscillator are

x1,..., 9 (0)
y1,..., 9 (0)
z1,..., 9 (0)
x10,..., 17 (0)
y10,..., 17 (0)
z10,..., 17 (0)

Initial conditions
-0.1 0.1 0.2 -0.2 0.3 -0.3
-0.1 0.1 0.2 -0.2 0.3 -0.3
-0.1 0.1 0.2 -0.2 0.3 -0.3
-0.5 0.6 -0.6 0.7 -0.7 0.8
-0.5 0.6 -0.6 0.7 -0.7 0.8
-0.5 0.6 -0.6 0.7 -0.7 0.8

0.4
0.4
0.4
-0.8
-0.8
-0.8

-0.4 0.5
-0.4 0.5
-0.4 0.5
0.9
0.9
0.9

Table 1. Initial conditions for each oscillator of the complex network in Figure 1.

The coupling strength c = 10 was obtained through the stability analysis
reported in [6]. With this data, the following synchronization results are obtained: In Fig. 2(a) the chaotic attractor of Eqn. (4) with 4 × 2 × 2 scrolls
of the complex network is shown; Fig. 2(b) shows only the evolution of the
second state variable of each chaotic oscillator, where synchrony can be observed. These chaotic signals will be used in the communication process in the
following section. For readers interested in this topic can refer to [7–9] and
their references.

4

Selection criteria for the chaotic signal

As above mentioned, chaos generators and chaotic signals have been implemented extensively in the field of private communications [10–12], however,
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Fig. 2. (a) View x − y − z chaotic attractor 4 × 2 × 2 scrolls, (b) Evolution of the
second state variable of each chaotic oscillator.

there remains a lack of criteria for choosing the best masking chaotic signal, for this reason, in this section, two criteria of selection are proposed and
these are briefly described.
4.1

Criterion 1: selection based in the chaotic signal energy

The first criterion suggests the selection of the chaotic signal based on its energy,
using this approach, the higher energy value the better the chaotic signal to
encrypt, however, it is not necessary to choose signals with very large indices
but only those that meet the requirements of the message to encrypt.
NP
−1

J1 =

n=0
NP
−1

|xc (n)|2
.

|xm

(10)

(n)|2

n=0

Here, xc (n) is the chaotic signal and xm (n) is the message. The criterion
considers a relation between the energy of the message and the chaotic signal,
i.e., J1 will yield how many times the chaotic signal energy exceeds the message
energy, with this, J1  1 → good encryption.
4.2

Criterion 2: selection based in the chaotic signal energy in the
frequency domain

Despite the advantage that means choosing the signal by its level of energy, it
is advisable to know its bandwidth, this in order to ensure a good encryption
seen from the frequency domain, i.e., considering the frequency range in which
the spectrum of the message to encrypt is located. It is very important to
know the frequencies where the most energy of the chaotic signal is located to
prevent the encrypted message to be retrieved by filtering techniques, this idea
is illustrated in Fig. 3.
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Fig. 3. Bad encryption seen from the frequency domain: spectral density of (a)
Chaotic signal, (b) message m1 , (c) chaotic signal + m1 .

The second criterion considers the amount of chaotic signal energy in the
frequencies where the most energy of the message is located.
1
N

J2 =
1
N

NP
−1
k=0
NP
−1

α(k)|Xc (k)|2
,

(11)

α(k)|Xm (k)|2

k=0

where Xc (k) are the chaotic signal Fourier coefficients, Xm (k) are the message
Fourier coefficients and α(k) is the frequency weighting function that selects the
frequencies where the message is located. This criterion will give the relation
between the chaotic signal energy and the message energy just in a specific
frequencies band. Basically, criterion J2 will show how many times the chaotic
signal energy, located in the message bandwidth, is bigger than the message
energy; with this J2  1 → good encryption. As in the previous case it is
recommended to choose the chaotic signal that meets the requirements of the
message to encrypt.
4.3

Chaotic encryption

In this section the results of encryption, transmission and recovery of a confidential message are given, also, the criteria above described are considered
to choose the chaotic signal from the ones generated in Section 3 as result of
synchronization. It is highly recommended to choose the chaotic signal based
on both criteria J1 and J2 to prevent a bad encryption.
The communication diagram is shown in Fig. 4, the transmission process
is made by using two channels modality. In Table 2 are shown the resulting
values for criteria proposed, where the α(k) function has a unity gain covering
0.025-1 kHz and null gain at other frequencies.
Here, as shown in the diagram of Fig. 4 the synchronization of transmitter
and receptor is made through the first state, according to Table 2, the third
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x(t)
y(t)
z(t)
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Ec (105 )
J1
J2
5.5522 265.5872 14.8015
0.0724
3.465 1.8041
0.0815 3.9023 1.9981

Table 2. Criteria values for the chaotic signal of the synchronization of the complex
network in Fig. 1.

Fig. 4. Communication diagram with two transmission channels.
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Fig. 5. (a) Message to encrypt m(t), (b) Encrypted message s(t) and (c) Retrieved
message m0 (t).

state is a good option to encrypt due to the first state has values bigger than
necessary besides that it has been used to synchronize.
In Fig. 5 the resulting signals of the communication process are given.
At the top, the message to encrypt m(t) that is a short part of the piano song
Ballad to Adelina; at the middle, the encrypted message s(t) = z(t)+m(t) that
is transmitted by the second channel and finally at the bottom, the retrieved
message m0 (t) = s(t) − z 0 (t) for the user.
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As we could see, it was accomplished the transmission of a confidential message, where, the encryption was made using a chaotic signal and the recovery
through the synchronization of a complex network.

5

Conclusion

In this work the chaotic encryption of an audio signal was made. Authors have
proposed two criteria Eqns. (10)-(11) to choose the chaotic signal to encrypt
the message in order to improve the security level of the communication process.
The criteria consider the energy characteristics of the message and the masking
chaotic signals. The resulting indices of each criterion give how good a chaotic
signal is to be applied as masking signal. It has been shown that choosing
the chaotic signal with indices that cover in a fair way the requirements of the
massage is sufficient to achieve a good encryption. It is important to mention
that J1 and J2 do not give local information, i.e., they cannot prevent from
bad encryption when the chaotic signal magnitude is smaller than the message
magnitude in a specific time interval.
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3.Marco Götz, Ute Feldmann, Wolfgang Schwarz, Synthesis of Higher Dimensional
Chua Circuits., IEEE Transactions on Circuits and Systems-I: Fundamental Theory and Applications, 1993 40(11).
4.Lawrence E. Larson, Jia-Ming Liu and Lev S. Tsimring, Digital Communications
Using Chaos and Nonlinear Dynamics: Springer, 2006.
5.Xiao Fan Wang and Guanrong Chen, Synchronization in small-world dynamical
networks, International Journal of Bifurcation and Chaos, Vol. 12, No. 1 (2002)
pp. 187-192.
6.Soriano-Sánchez A., Posadas-Castillo C., Platas-Garza M.A., López-Gutiérrez R.M.
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